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1. Detect GSM standard mobile stations within the system controlled zone.
2. Monitoring incoming and outgoing connections from those mobile stations;

3. Manipulate the state of mobile stations registered by the system.
4. System functions discreetly in various networks using different types of ciphering

(A5.2, A5.1).
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Armada GSM Cellular Interception System creates a virtual cellular network of its own similar to the Cellular provider’s network  in which all cellular communication takes place. Storm GSM register all cellular users covered by the System’s virtual BTS stations and puts their voice and data traffic under control of the System’s  Control program. 

Virtual BTS stations communicate with cellular users in control area and Active Stations (AS) transfer the voice and data to the Real BTS of the provider. Since that point all communication between cellular users in the control area and outside callers can be controlled, listen to, jammed, recorded and manipulated. The whole process is transparent to both: Cellular Operator and Cellular User.
 The operator of the Armada  System can selectively put in the target list of the System the telephones that need to be monitored or to monitor all traffic the control area. All voice communication, SMS and control data are recorded automatically for further analysis or put into archive.
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System Components
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Device used for communication of the System with intercepted targets.

Directional Antennas
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Active Stations
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Device used for communication between the System and external GSM/DCS Networks
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· System is able to operate in GSM networks that change session key KC for every new session with no need to know Ki of the target MS;

· Design of the System allows to operate in GSM networks equipped with anti-fraud systems since its EMS uses real target МS parameters (IMSI, TMSI, IMEI), and additional authorization is supported. EMS becomes active only when AMS GSM intercepts parameters of the real MS. 

Operation of GSM Interception System in real time mode in A5.1 and A5.2 protocol environment with no revealing the fact of its operation is a basic distinction of ARM GSM from other active systems based upon BTS simulation. 
Design of the System gives the ability to operate as a tactical private GSM network. As such, internal communication between defined GSM handsets is allocated within designated area. This feature allows isolating the target handset from communication with other GSM networks and remaining only within virtual network of the System.
The System is able to selectively block required Users from the use of the Cellular Network Services and leave the Service for Users from predefined list. This can be used for instance for prevention of potential bomb remote activation.

There is possibility to deviate the calls and SMS messages from one User to another. 

  Number of simultaneously monitored users can be 4 –6  (depending on System configuration). The switching between monitored users is done manually by the operator.

With double BTS configuration the quantity of the registered and simultaneously monitored Cellular Users can be doubled.  
Using VPN function the System can be connected into the Interception clusters allowing multiple channels simultaneous operation.

GM Program updating of the software is accessible through Internet.
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Target call Interception
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Different filters used for fast data search
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P-GSM 900 (Primary
GSM) 1-124 890.0-915.0 935.0-960.0
1-124,
GSM E-GSM 900 975-
(Extended GSM) 1023 880.0-915.0 925.0-960.0
1-124,
R-GSM 900 975-
(Railways GSM) 1023 867.0-915.0 921.0-960.0
DCS GSM 1800 512-885 | 1710-1785 1805-1880
PCS GSM 1900 512-810 | 1850-1910 1930-1990





Additional Functions
[image: image12.png]Fake voice calls
For start this function, mark one target on HLR list (using left button of mice) and

push _I button It will appear window shown below

In ,PN ‘From™ field select one from available options or write number Yourself.

Push gl button for initiate voice call. Using M il slider
You can set sensivity level of microphone. Each time You can mute microphone

using LI button or disconnect call using d button (shown instead of gl button).
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For start this function, mark one target on HLR list (using left button of mice) and

push @I button. It will appear window shown below

S o i 2500345101899 )

In ,PN ‘From™ field select one from available options or write number Yourself.
In ,Message” field insert text of SMS.
If You want to create flash sms, mark ,’Flash’ sms” field.

Push M button for send SMS or ﬂl button for cancel operation.




Advantages of the System:

1. System allows manipulation of the User telephones like sending SMS from other number or blockage of specific number or the whole group what can be crucial during special operations.

2. Work at Low power (average 100mV) output makes the System invisible to any interception and to the User or Cellular Operator.  

3. VPN function allows distant control by the System operator of the functional blocks that can be installed in the vicinity of potential target.

4. System can be controlled from anywhere and can be connected into the Interception clusters allowing multiple channels simultaneous operation.

Training: 

Duration of training is 2-3 working days, which includes technical as well as tactical education on the System’s capabilities.

Warranty:

The System’s warranty period is 1 calendar year.  

The Seller warrants this product to be free from defects in materials and workmanship under normal use as follows: 

1. For The Period, The Seller will pay the labor charges at Seller’s authorized service facility to repair any factory defect.  After The Period, purchaser must pay for all labor charges.

2. The Seller will supply at no charge new or rebuilt replacements for defective parts for a period of 1-year from the date of purchase. 

This warranty is valid worldwide. 

Warranty starts at the time of delivery. 
